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Risk, Simplified

Simplify risk analysis across your entire organization

ﬂ by Kevin Reiners
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The Complexity Challenge

Risk analysis doesn't have to be complicated
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Centralized Information Management

WaveFire helps you get the information you need, when

you need it, wherever it's located.
_

Workflows that empower your organizations through ﬁﬂﬁl % - s
H T olele
delegation and centralized management of the data e - e e
eople acility ystems ecentralize
collection and reporting processes..... Leading to a Process

comprehensive
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»  Flexible Risk Assessments
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2  Customizable approach
3 Comprehensive coverage
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Assessment Entity Options

Facility Department
gl e
IT Assets B = Business Unit
[ 580
Applications Subsidiary

... Or any combination of these
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User-Focused Experience

43% 31%

Modern interface quickly guides users through risk analysis processes
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My Entities

My Questions My Risks My Action Plans

My Entities

g 5

0 5 10 15 20 25
Entity Name Manager Action Plans Completeness Risk Score Actions
Nashville Medical Center WHS Manager 1 ] & 5 i
& Dallas Surgical Center WHS Manager 1 a & S W
Boston Hospital WHS Manager 2 a & S8
Birmingham Medical Center WHS Manager 2 a & S0
Tulsa Medical Center Manager not assigned a & S W
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My Ouestions

VWAVEFIHE Dashboard My Enti My Risks My Action Plans

My Questions

P All Questions 64 1 E J

4

Question Entity Progress

Business Continuity Management

Group Health Plans

Incident Management
Logical Access

Network Security

Operations Management
Personnel Security
Physical Access T
Risk Management and Compliance

Security Program

Third-Party Management

vV V V V V V V V V V V v Vv

Training and Awareness
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Flexible Questions

WWAVEFIF!E My Entities.

My Questions

P All Questions

a Question Entity Progress
©@ V' Business Continuity Management

a

> Clearinghouse
> Group Health Plans

> Incident Management
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B Answer * How often the BCP will be reviewed and updat

2 AssignTo

Assigning 3 questions of 64

& Assigning to an Employee

- Entity Information Location
Due Date (optional): . WHS Employee 1 Dallas Surgical Center Dallas, TX

mm/dd/yyyy Description:
Assets: N/A
Boston Hospital Boston, MA
Description:
Assets: N/A
Birmingham Medical Center Birmingham, AL
Description:
Assets: N/A
Tulsa Medical Center Tulsa, OK
Allow employees to reassign these question(s)? Description: |

Assets: N/A
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Intuitive

My Entitics.

Answering question: 1 of 1 i) BD; v R e S po n Se
Interface

Does your organization have policies and procedures in place that establish a formal Business Continuity Plan (BCP) for responding to

systems containin
events that can impact the availability and integrity of systems cont.

g ePHI? Does the BCP define the following:

buted to

sonnel ir

.

Identification of roles and responsibilities?

.

Communication plan, including coordination with business associates?

Step-by-step procedures for responding to emergencies o disasters?
How often the BCP will be reviewed and updated?
How frequently the BCP plan will be tested?

Category

Business Continuity Manag

Clear, guided question response

Threat
Unab

Procedures do no

to Restore Critical Processes

process

w

v critical processes and data

1o be restored in the eve

f disaster or data loss.

HIPAA

We have implemented formally documented policies and procedures that establish a formal BCP for responding to events than

can impact the availability and integrity of systems containing ePHI. These procedures contain some of the elements noted above.

Please enter a description of the control(s) relevant to the question. A “control” is a policy, process and/or technology intended to aid the

organization in effectively managing the risk associated with a particular issue.

We have implement

blish a formal BCP for respondir

events than can impact the availability

d integrity of systems containing ePHI. These procedures contain some of the

elements noted above.
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Multi-Entity Responses

Ability to apply answers across multiple entities
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Select Entities

Entity Information
Dallas Surgical Center
Description:

Assets: N/A

Boston Hospital
Description:

Assets: N/A
Birmingham Medical Center
Description:

Assets: N/A

Tulsa Medical Center
Description;

Assets: N/A

Location

Dallas, TX
Boston, MA
Birmingham, AL

Tulsa, OK

Select & Close




Fail to Detect Inappropriate Access Due to Lack of Monitoring Dallas Surgical Center HIPAA SRA | 25 ) Oof1

Fail to Detect Critical Security Incidents Dallas Surgical Center HIPAA SRA (s ) Oof1
out Authorization Dallas Surgical Center HIPAA SRA [ 2347 ) Oof 1
Fail to Revoke Access Upon Terminatior Dallas Surgical Center HIPAA SRA T
Show No Scores? nappropriate Logical Access through Impersonatior Dallas Surgical Center HIPAA SRA
Lack of Appropriate Training Nashville Medical Center HIPAA SRA Oof1 |
Lack of Appropriate Training Dallas Surgical Center HIPAA SRA |__0of1
Fail to Detect Inappropriate Access Due to Lack of Monitoring Nashville Medical Center HIPAA SRA (" 0of1

Dynamic Risk Visualization

Living view of organizational risk landscape
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MyEntities My Questions

] < B8 Lack of Monitoring Finalize Plan

Dueon:

We will
configy
n ™ Lies Enable Alerting Too! Implementation Vendor selection
eme IGTIOn : e o T

Define alert distribution
Threats Being Evaluated
Fix Ow

Define response procedures for critical alerts

Py Oune

Fal to Detect Inappropriate Access Due to Lack of
Manitoring.

Manage action plans for highest risks

Summary in.

Entities A

Fail to Detect Inappropriate Access Due to Lack of
Monitoring

Summary

Entities All
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My Entities My Questions My Risks

ntities Heat Map

Southeast Region

My Action Plans

Wave Health Systems

Southwest Region

Top 5 Entities at Risk

44%

k Score with Inherent and Minimum Residual Risk

25 5 10

38% 20

Real-Time Risk
Intelligence

Track key metrics and assessment
status
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WaveFire was desighed by
experts

Real-world experience Enterprise-tested

Complex organization expertise




Get Started Today

ly Visit wavefire.com

WAVEFIRE
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